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CONFIDENTIALITY

The information contained within this manual is proprietary. Ownership is solely vested in
Checkit Europe Limited.

This information may not be copied or reproduced or passed on to any third party without the
prior written permission of Checkit Europe Limited.

The Checkit system Hardware and Software whether whole or in part are subject to the laws of
copyright.

The adoption and/or use of techniques functionality and know how embodied in this
document, the hardware and/or software source and/or runtime code modules may not be
copied or utilized in any way by third parties without the prior written consent of Checkit
Europe Limited.
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1.0 Overview

1.1 This document outlines the additional features, Improvements, and bug fixes to the 4th generation
website.

1.2 This version as with all previous versions provides remote access to the automatic recorded data and
alarm exceptions of the sensing probes installed in the customer’s facility. Customers can gain access
to their data via the secure Connected Automated Monitoring web base application. The data records
are published in real time via these secure web pages. Remote site hosting, maintenance and
validation of electronic data records are regulated through Tutela Medical UK ISO 9001 Business
Management System.

2.0 Additional Features

3.0 Improvements/Enhancements
4.0 Removed/Retired Features
5.0 Bug Fixes

1. Security Fixes:
Several fixes have been made to enhance the way the website is handling things. These changes

will improve website security while giving the user the same enriched experience. Following are the
issues which have been addressed:

e Password reset sent in clear text
Password will not be sent in clear text in the email. Instead, a one-time token-based link will be
sent in the email which will be valid for 1 day only.

Password reset on CAM+

To @ Imran Khurram Thu 03-Nov-22 7:59 PM

& oh % ply 2 Forw
e tutelasupport@checkit.net ) Reply ) Reply A = Foward | | @

Your password for the CAM+ was reset. Please click on the following link to reset your password: https://prerelease.checkit.net/main/verifytoken?

e

o DOM-based cross-site scripting
File upload component has been changed in libraries which will not allow any kind of harmful
scripts to be executed. New component looks like following:
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Add File

Browse For Document (max 10MB):

Enter Document Title: |

Choose File | No file chosen

e Client-side validation
Server-side validation has been applied along with client-side validation on “Edit Profile” page
for email field.

e Username enumeration CAM+
For invalid username or invalid password, same kind of error message will be shown to remove
any kind of hinting about usernames.

2. Other Fixes:
Some minor fixes have been applied on different pages which are as follows:

e Help Dialogs
Buttons shown in help dialogs have been fixed so clicking on them will do nothing. These
buttons are only to show details about what they do on the normal page.

e Help button fix on isolations history page

e Compare Graphs
Dates shown on the compare graphs page are aligned so that they do not overlap with the
border of the page.

o Keyholders fix
Keyholders were giving error when same keyholder is added multiple times in the list and then
deleting one of them. This has been fixed to work as expected.

e Extension field while adding keyholder
Extension field is made mandatory if switch board option has been enabled so that it works as
expected while having an ACH call.

6.0 System Requirements

Windows 10 | Windows | Windows | Windows 7 Windows 7 Windows XP
8.1 8 64-Bit
N/A N/A N/A N/A N/A
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FireFox 38
Opera 68
Opera 67
Opera 66
Opera 65
Opera 64
Opera 63
Opera 60
Opera 58
Opera 57
Opera 56
Opera 55
Opera 54
Opera 53
Opera 52
Opera 51
Opera 50
Opera 49
Opera 48
Opera 47
Opera 46
Opera 45
Opera 44
Opera 43
Opera 42
Opera 41
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Safari 13 N/A N/A N/A N/A N/A N/A
Safari 12 N/A N/A N/A N/A N/A N/A
Safari 11 N/A N/A N/A N/A N/A N/A
Safari 10.1 N/A N/A N/A N/A N/A N/A
Safari 9 N/A N/A N/A N/A N/A N/A
Safari 8 N/A N/A N/A N/A N/A N/A
Safari 7 N/A N/A N/A N/A N/A N/A
Safari 6.2 N/A N/A N/A N/A N/A N/A
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